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The future of  
mobile working
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Mobility is firmly making its way towards the 
heart of the workplace. For more and more 
people, work is no longer defined by the 
traditional requirement to perform tasks  
from a fixed and central location. 

Instead, for three-quarters of Western Europe’s workforce,  
the workplace of 2018 could constitute their home, a coffee 
shop, shared office spaces, a train, or just about anywhere, 
while globally 1.87 billion workers will be mobile by 2022.1,2 
Today’s workplace is anything but one standalone location  
and the benefits of such mobility are certainly resonating  
with business leaders. According to a recent Deloitte report,  
68 per cent of organisations agree that “a mobile workforce  
is an enabler of business and talent strategies.”3  

The state of mobility

The rise of mobility

Initially driven by the iPhone-inspired 
smartphone revolution, the rise of Bring Your 
Own Device (BYOD) and the consumerisation 
of business hardware has made mobility an 
almost inescapable reality for organisations. 

As digitally-savvy millennials stream into the world of work and 
gradually make up a greater proportion of the workforce, so too 
will the expectancy for flexible and mobile working continue to 
spread. It is essential therefore that companies continue to view 
mobility as the enabler that it is, and evolve their technology 
infrastructure to meet the increased demands it brings from a 
productivity, connectivity and security perspective.

Millennials are projected to make 
up half of the U.S. workforce by 
2020 and 75 per cent of the global 
workforce by 2025. 
(Source U.S. Census Bureau / Pew Research Centre)

1 Western Europe Mobile Worker Forecast, 2015–2020, IDC, 2016
2  https://www.strategyanalytics.com/access-services/enterprise/mobile-workforce/market-

data/report-detail/global-mobile-enterprise-business-applications-user-forecast-2016-2022#.
WZ6JdCiGM2w

3  https://www2.deloitte.com/content/dam/Deloitte/uk/Documents/tax/deloitte-uk-global-
mobility-trends.pdf
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https://www.strategyanalytics.com/access-services/enterprise/mobile-workforce/market-data/report-detail/global-mobile-enterprise-business-applications-user-forecast-2016-2022#.WafGsxi-JBx
https://www2.deloitte.com/content/dam/Deloitte/uk/Documents/tax/deloitte-uk-global-mobility-trends.pdf
https://www.forbes.com/sites/workday/2016/05/05/workforce-2020-what-you-need-to-know-now/#911125f2d632
https://www.strategyanalytics.com/access-services/enterprise/mobile-workforce/market-data/report-detail/global-mobile-enterprise-business-applications-user-forecast-2016-2022#.WcE9Rhi-LUJ
https://www.strategyanalytics.com/access-services/enterprise/mobile-workforce/market-data/report-detail/global-mobile-enterprise-business-applications-user-forecast-2016-2022#.WcE9Rhi-LUJ
https://www.strategyanalytics.com/access-services/enterprise/mobile-workforce/market-data/report-detail/global-mobile-enterprise-business-applications-user-forecast-2016-2022#.WcE9Rhi-LUJ
https://www2.deloitte.com/content/dam/Deloitte/uk/Documents/tax/deloitte-uk-global-mobility-trends.pdf
https://www2.deloitte.com/content/dam/Deloitte/uk/Documents/tax/deloitte-uk-global-mobility-trends.pdf
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This rings especially true as we enter 
the era of the Internet of Things (IoT), 
and the data management challenges 
associated with the rapid growth in 
this area.

Gartner predicts a significant 31 per cent year-on-year jump  
in the number of connected ‘things’ in use in 2017 to 8.4 
billion units. While the majority of these ‘things’ will be in 

the consumer market, it is businesses which will account for over  
half of total spending (57 per cent) as they seek to capitalise on  
the enhanced workflows IoT can enable.4 

All of this equates to an enterprise mobility market which is  
thriving (worldwide revenues are expected to contribute one-third of  
a projected $1.57 trillion this year), steady in its growth, and playing  
a key role in business growth across multiple sectors.5 However, with 
an ever-increasing array of end-points creating data-proliferation 
at never before seen levels, IT leaders are themselves under more 
pressure than ever before to ensure their employer’s infrastructure  
is robustly secure.

According to a European 
Commission study, the market 
value of the IoT in the EU is 
expected to exceed one trillion 
euros in 2020. 
(Source: EU)

4 http://www.gartner.com/newsroom/id/3598917
5  http://www.idc.com/getdoc.jsp?containerId=prUS42335517

The rise of IoT

http://www.gartner.com/newsroom/id/3598917
https://www.cbi.eu/market-information/outsourcing-itobpo/internet-things/
http://www.gartner.com/newsroom/id/3598917
�https://www.strategyanalytics.com/access-services/enterprise/mobile-workforce/market-data/report-detail/global-mobile-enterprise-business-applications-user-forecast-2016-2022#.WZ6JdCiGM2w
http://www.idc.com/getdoc.jsp?containerId=prUS42335517
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Western European countries are main 
Europe markets

In the coming years, the IoT market is expected to grow in all 
European countries. Western European nations which have 
traditionally invested more in IT, are the main frontrunners.

IoT market size in Europe 

Together, these top six countries make up more than 75 per cent of the 
European IoT market. Sweden is also an interesting market — with the highest 
average annual growth rate in Europe at 24 per cent, the country is expected to  
generate a market value of €50 billion by 2020. 

Europe has an almost 40% share  
of the global Internet of Things 
(IoT) market.
(Source: EU)

0k

100k

200k

300k

NetherlandsSpainItalyFranceGermanyUnited 
Kingdom 

2014 2020

(Source: IDC)

5

https://www.cbi.eu/market-information/outsourcing-itobpo/internet-things/


6

The average cost for each  
lost or stolen record containing 
sensitive and confidential 
information is $141.

Cisco forecasts that by 2021, mobile data 
will account for 20 per cent of total internet 
traffic, up from just eight per cent in 2016.6 

As 5G comes to the fore, with a projected subscription base 
of half a billion by 2022, the significant speed increase it will 
provide will drive mobile data usage to new levels.7  This can 
be seen by a projected growth in the mobile enterprise app 
market over a similar timescale. Strategy Analytics predicts the 
market will grow to $128 billion by 2022, a $54 billion rise from 
its 2016 value, as companies seek to invest in solutions which 
help them to maximise this opportunity.8 

Yet the data revolution, for all the benefits it brings in terms 
of enhanced services and workflows, carries a greater security 
threat than many organisations will have been used to in the 
past. With an unprecedented surface area for attack, and an 
increasingly mobile workforce which is harder to manage than 
if they were simply seated in the same office, cyber criminals 
can smell blood. 2017’s globally impactful ransomware attacks, 
WannaCry and Petya, are the most well-known of such threats 
coming to fruition. The increased guile and intelligence of 
these criminals can be seen in the sheer scale at which data 
breaches are taking place compared to in recent years. To give 
an example, 2016 saw a 556 per cent increase in the number  
of data records lost or stolen in comparison to the previous 
year – a total of over four billion.9 

While the majority of cases – two-thirds – are accountable to 
hackers and cyber-attacks, employees are far from innocent 
when it comes to compromising data, with ‘malicious insiders’ 
the source for nine per cent of breaches.10  This is before 
we even consider that a further 19 per cent of all data loss 
incidents are caused by the accidental actions of employees.11  
With that in mind, it’s imperative that organisations look at 
advancing their IT infrastructure and solutions to minimise  
or even eradicate the employee-level data threat. 

The mobile data threat

6    https://www.cisco.com/c/en/us/solutions/service-provider/visual-networking-index-vni/
index.html

7    https://www.ericsson.com/assets/local/mobility-report/documents/2017/ericsson-mobility-
report-june-2017.pdf

8     https://www.strategyanalytics.com/access-services/enterprise/mobile-workforce/
market-data/report-detail/global-mobile-enterprise-business-applications-revenue-
forecast-2016-2022#.WZ6AUiiGM2w

9   https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=WGL03140USEN&
10 http://breachlevelindex.com/assets/Breach-Level-Index-Report-2016-Gemalto.pdf
11 http://breachlevelindex.com/assets/Breach-Level-Index-Report-2016-Gemalto.pdf

(Source: IBM)
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https://www.cisco.com/c/en/us/solutions/service-provider/visual-networking-index-vni/index.html?CAMPAIGN=MobileVNI2015&COUNTRY_SITE=us&POSITION=PR&REFERRING_SITE=SocialMedia&CREATIVE=PR%20to%20VNI%20page&utm_source=Triggermail&utm_medium=email&utm_campaign=Post%20Blast%20%28bii-apps-and-platforms%29:%20Mobile%20data%20to%20skyrocket%20700%25%20by%202021%20—%20Half%20of%20Apple%2C%20Samsung%20devices%20are%20over%202%20years%20old%20—%20BlackBerry%20launches%20chat%20app%20SDK&utm_term=BII%20List%20Mobile%20ALL
https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=WGL03140USEN&
https://www.cisco.com/c/en/us/solutions/service-provider/visual-networking-index-vni/index.html
https://www.cisco.com/c/en/us/solutions/service-provider/visual-networking-index-vni/index.html
�https://www.strategyanalytics.com/access-services/enterprise/mobile-workforce/market-data/report-detail/global-mobile-enterprise-business-applications-user-forecast-2016-2022#.WZ6JdCiGM2w
https://www.ericsson.com/assets/local/mobility-report/documents/2017/ericsson-mobility-report-june-2017.pdf
https://www.ericsson.com/assets/local/mobility-report/documents/2017/ericsson-mobility-report-june-2017.pdf
https://www.strategyanalytics.com/access-services/enterprise/mobile-workforce/market-data/report-detail/global-mobile-enterprise-business-applications-revenue-forecast-2016-2022#.WZ6AUiiGM2w
https://www.strategyanalytics.com/access-services/enterprise/mobile-workforce/market-data/report-detail/global-mobile-enterprise-business-applications-revenue-forecast-2016-2022#.WZ6AUiiGM2w
https://www.strategyanalytics.com/access-services/enterprise/mobile-workforce/market-data/report-detail/global-mobile-enterprise-business-applications-revenue-forecast-2016-2022#.WZ6AUiiGM2w
https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=WGL03140USEN&
http://breachlevelindex.com/assets/Breach-Level-Index-Report-2016-Gemalto.pdf
http://breachlevelindex.com/assets/Breach-Level-Index-Report-2016-Gemalto.pdf
https://www.ibm.com/security/data-breach/
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For many IT leaders, the answer to the 
data question has, to date, been found 
in cloud computing. Few industries 
have experienced such rapid and 
exponential growth in recent years 
as businesses race to take advantage 
of the scalability, business agility and 
cost-efficiency offered by the cloud.

While the cloud can and should play a key role within digital 
transformation, the growing number of internet-enabled 
devices is placing a strain on such services with potentially 
damaging business impacts. With cloud datacentres often 

based hundreds or thousands of miles away from the end-user, 
the sheer volume of data being processed can burden operations, 
causing a lag which slows down business processes. This is a growing 
concern with IoT on the cusp of impacting mainstream business. 
According to Cisco, 14.1 zettabytes (ZB) of data will be sent to the 
cloud in 2020, compared to just 3.9 ZB in 2015.12 

This combination of elements – the rise of mobility, heightened 
security threats, and data proliferation – is giving rise to a number 
of trends as IT managers look to effectively manage and maximise 
their estates. These range from mobile thin and zero clients, which 
offer a robustly secure resolution to mobile data management, 
to Edge Computing , which is forecast by Equinix and IDC to help 
organisations achieve $2 trillion in extra benefits through increased 
revenue, lower costs and improved productivity over the next five 
years.13  The question is how can such solutions be implemented, and 
in what ways are they helping organisations overcome today’s core  
IT challenges?

The mobile cloud

According to Cisco, 14.1 zettabytes 
(ZB) of data will be sent to the 
cloud in 2020, compared to just  
3.9 ZB in 2015.

12  https://www.cisco.com/c/dam/en/us/solutions/collateral/service-provider/global-cloud-index-gci/white-paper-c11-738085.pdf
13http://www.equinix.com/resources/analyst-reports/idc-rethinking-data-center/

https://www.cisco.com/c/dam/en/us/solutions/collateral/service-provider/global-cloud-index-gci/white-paper-c11-738085.pdf
http://www.equinix.com/resources/analyst-reports/idc-rethinking-data-center/
https://www.cisco.com/c/dam/en/us/solutions/collateral/service-provider/global-cloud-index-gci/white-paper-c11-738085.pdf
http://www.equinix.com/resources/analyst-reports/idc-rethinking-data-center/
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Security is increasingly the number one 
priority for many organisations in the face 
of today’s increased threat level, and it is at 
a device-level where many see the greatest 
exposure to these risks.

Recent research from Toshiba found that securely managing 
multiple devices at scale is one of the biggest challenges 
faced by Europe’s mid-size and corporate companies, with 84 
per cent of senior IT decision makers stating unauthorised IT 
system use is endemic within their businesses.14 

Both thin and zero client solutions enable organisations to 
nullify the individual device threat, centralising permissions 
and data access management. With mobile devices now 
central to the professional environment, it’s evident that the 
role such solutions play in ensuring the safe management of 
data strongly appeals to IT staff, with 69 per cent stating their 
ability to “meet security and compliance requirements” as a key 
adoption driver.15 By storing data away from the device, making 
it only accessible through an existing cloud-based virtual 
desktop infrastructure (VDI), the threat of malware being stored 
on devices is eliminated, as are any concerns around data 
being compromised should a device be lost or stolen. With VDIs 
also only requiring minimal bandwidth by today’s standards, 
organisations should have few concerns around the ability to 
integrate such technologies within a mobile IT infrastructure.16  

Thin and zero clients 
go mobile

14   https://www.toshiba.eu/secure/generic/Toshibytes-blogpost8/
15    http://www.freeformdynamics.com/pdf/insidetrack/2016/16-01%20-%20Thin%20Client%20

Devices%20Revisited.pdf
16     https://www.citrix.com/blogs/2010/05/20/how-much-bandwidth-do-i-need-for-my-virtual-

desktop/

A thin client is a low-cost endpoint 
computing device that relies heavily 
on a server for its computational 
role. Thin clients rely on a network 
connection to a central server for 
full computing and don’t do much 
processing on the hardware itself.

Zero client is a server-based computing 
model in which the end user’s 
computing device has no local storage. 
A zero client can be contrasted with a 
thin client, which retains the operating 
system and each device’s specific 
configuration settings in flash memory.
(Source: TechTarget)
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http://searchvirtualdesktop.techtarget.com/definition/zero-client
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By performing data processing at the 
edge of a network, where activity is 
actually and physically happening, 
rather than centrally, businesses can 
optimise their processes by reducing 
latency and costs while enhancing 
quality of service.

As mobility continues to take an ever more central stage 
within an IT infrastructure, an Edge-focused strategy enables 
organisations to embrace this shift at a time when – with  
5G and IoT on the horizon – it is more necessary than ever.  
Any data bottle-necks are reduced or eliminated, and 
companies can be much smarter about which data they  
do send to the cloud, rather than all data going there.  
It’s to be noted that Edge Computing “does not replace cloud 
computing.”17  Rather, they belong in the same infrastructure. 
Edge helps to improve the performance of cloud, freeing it  
up to focus on heavier tasks, while at the same time enabling 
end-point applications and processing to occur in real-time 
for increased mobile productivity.

Take, for example, an employee wearing smart glasses to scan 
and categorise stock within a warehouse. Data gathering at 
the source can help quicken what may be an intensive sorting 
process while more detailed information can then be sent 
to the cloud for processing. Equally, in healthcare, it can be 
used to track wearable data which monitors symptoms and 
vital signs, escalating the data when a potential problem is 
identified. The capacity to recognise and process certain data 
on location will become increasingly important within the 
IoT era.

Mobile working  
on the edge

17 https://www.linkedin.com/pulse/edge-computing-vs-cloud-where-does-future-lie-saju-skaria

Edge computing is a distributed 
information technology (IT) 
architecture in which client data 
is processed at the periphery 
of the network, as close to the 
originating source as possible. 
The move towards edge 
computing is driven by mobile 
computing, the decreasing cost 
of computer components and 
the sheer number of networked 
devices in the internet of things 
(IoT).
(Source: TechTarget)
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Edge Computing can also help to combat 
many of the security threats amplified within 
today’s professional environments. 80 per 
cent of mobile device data today is encrypted 
– far more than the two per cent of overall 
corporate data and that stored in corporate 
and public cloud services where encryption 
can negatively impact performance.18 

With processing taking place at the edge of the network 
between local end-points, a higher percentage of data will 
already be encrypted at the point that it is sent to the core 
of the network. As a result, the opportunity for malware and 
compromised files to infiltrate the central IT infrastructure 
is greatly reduced, and any potential hack attempts can be 
caught at an early stage. With Gartner expecting global cyber-
security spending to grow seven per cent to $86.4BN in 2017,  
a transition to the Edge can bring about significant cost savings 
for mobile organisations.19  

Security at the edge

The future of mobile 
working

The Mobile Edge Computing market is 
expanding at a rapid rate of over 50 per  
cent per year, demonstrating that IT leaders 
across all sectors are beginning to recognise 
its value.20  

Increasingly tasked with enabling digital transformation, 
the challenge of creating an infrastructure which perfectly 
combines unhindered productivity with robust data security 
is a core theme of their role. Achieving this will only become 
more difficult as IoT comes to the fore, exponentially increasing 
the amount of data which requires efficient processing and 
secure management – both Edge Computing solutions and 
mobile thin and zero clients can play an integral part in the 
strategies of CIOs looking to deliver this.

Cybercrime damage costs to 
hit $6 trillion annually by 2021. 
(Source:  Cybersecurity Ventures)

18 https://www-03.ibm.com/press/uk/en/pressrelease/52824.wss
19 https://www.gartner.com/newsroom/id/3784965
20 http://www.occamsresearch.com/mobile-edge-computing-market
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For more information on the latest trends  
and solutions check out our Toshibytes blog 
 
www.toshiba.co.uk/generic/Toshibytes 
 
To contact our sales team, please email 
b2b_enquiries@toshiba.eu
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mailto:b2b_enquiries%40toshiba.eu?subject=

